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How does severe weather affect last-mile
Internet reliability?

ThunderPing shows that severe weather is correlated with higher likelihood of last-mile Internet
outages in the U.S. [1].

However, interpreting detected outages presents challenges:
1. Confounding factors such as frequent dynamic addressing, high RTT, rate-limiting can lead to

false outage inferences.

2. Outages can be due to network or power failure, but can also be due to users powering down
their home Internet equipment.

3. When measuring ISP-level reliability, must find the subset of detected outages that solely
affected that ISP.

Goal: Categorize detected outages by likely cause to reason about last-mile Internet reliability
across ISPs and geographical areas.

ThunderPing detects outages during times of
severe weather
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Live visualization shows detected outages in real time
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Fig 1: Screenshots of the live visualization tool during Hurricane Irma

Identify and mitigate confounding factors that can
lead to false outage inferences
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Categorize outages by analyzing correlated failures

Correlated failures suggest cause:

1. A power outage in an area would cause multiple addresses belonging to multiple ISPs to fail
simultaneously.

2. A network outage would cause multiple addresses belonging to a single ISP to fail
simultaneously.

3. Home users powering down their Internet equipment will typically cause only a single address
to fail at a time.
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Fig 3: Failure and recovery of Comcast IP addresses in Florida before and after Hurricane Irma.

1. Most pinged IP addresses are responsive until Sep 10.

82% of addresses experienced at least one outage between Sep 10 and Sep 12.

3. OnSep 13, 813 Comcast IP addresses in FL failed at 16:40 and recovered at 18:15.
Correlated failures affecting addresses in a single ISP suggests a network failure. We found
evidence of this failure in the outages mailing list.
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Fig 4: At local time 23:50 on Aug 8 2017, 163 addresses from Wave Broadband and 88 addresses from
FairPoint Communications failed. All these addresses recovered at 00:42 on Aug 9 2017.
Correlated failures from multiple ISPs suggests a power outage

Ongoing Work

1. Probe addresses outside the U.S. as well.
 Even in ISPs with frequent dynamic addressing, correlated periods where previously
responsive addresses cease to respond are likely outages.
2. Probe addresses in other scenarios where outages are likely.
 Use recent history of BGP routing churn events, censorship prone addresses, unusual drop
in IP address activity (From darknet, CDN logs etc.).
3. Probe addresses to increase the likelihood of detecting simultaneous failures when they occur.
* Find related addresses that share features, such as ISP, geography, network topology [4],
common dynamic addressing pools [3].
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